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H2020 2018 FCT 01 proposal on terrorist financing 
 

COMBAT-FIT 

[Community-based Counter Terrorist Financing & Intelligence] 

 
The envisaged project will address human factors, and social, societal and organisational aspects 
in the area of countering terrorist financing by shaping forensically relevant practices of information 
processing.  
 
We will address the practices and strategies of terrorist financing operating through the legal 
financial sector under conditions of a globalised communication and finance infrastructure. Other 
streams and practices of terrorist financing using heterodox channels (such as e.g. Hawala) will 
only be considered if and when an interface with transactions within the orthodox, legal financial 
sector can be identified. 
 
The consortium comprises members from national LEAs, the financial sector and relevant public 
authorities who are engaged in combatting terrorist financing as well as legal scholars, privacy 
experts and researchers specialising in organisational analysis in the area of law enforcement. 
Together with stakeholders, the project will co-create and develop innovative solutions of practical 
use-value for several audiences inter alia: European and national policy makers, LEA practitioners 
(including FIUs) and stakeholders from the financial sector.  
 
The planned R&I activities will proceed along the value chain from information to intelligence 
leading to judicial evidence. They will address three interrelated levels or processes, to: 

a) improve and coordinate practices of screening and identifying suspicious financial flows 
(early stage processes); 

b) facilitate the collection of court proof evidence (forensic, investigative stage); and 
c) work towards a harmonised European approach in criminal prosecution of terrorist 

financing (judicial stage).  
 

Such an integrated approach will help to better identify, interrupt and prosecute terrorist related 
financial flows in a globalised financial system. All strategies, solutions and tools to be developed 
in this project will be checked thoroughly against European values and will be designed to meet 
privacy and data protection requirements. Applicable results (tools, guidelines, etc.) tested and 
validated by end-users will be fit for dissemination through targeted activities addressing relevant 
audiences involved in the fight against terrorist financing. Taking into account security restrictions, 
these audiences will be informed about the project and how to access and exploit findings, tools 
and solutions.   
 
The project is based on a simple organising idea, approaching the fight against terrorist financing 
from the perspective of information processing. Putting the focus on information processing the 
overall task can be described as identification of (assemblages of) needles of illicit financial 
transactions in the haystack of time-stamped high volumes of continuous data traces created by 
global financial flows. Improving the capacity to spot, trace and document suspicious activities not 
only requires sound forensic knowledge about networks, organisations and actors, currently active 
in the area of terrorist financing but also access to professional tools for data analysis and last not 
least optimized communication channels securing timely exchange of information and intelligence 
between involved organisations. On operational or ground levels, practitioners are under a time 
pressure to process and analyse a wide variety of heterogenous data from different sources. 
Hence, a focus should be put on their work environments to understand how they are shaped and 
constrained by technical, human, social, organisational and legal-regulatory factors, affecting not 
only the operational capacities and quality of investigative-analytical work but also time-critical 
cooperation among involved units and organisations.  Since the focus of this project is on human 
factors, the technical dimension of data analysis will be only considered with regard to problems 
of usability, organisational integration, etc. Designing new (e.g. algorithmic) tools for forensic data 
analysis is not foreseen, yet the tools produced by the project are envisaged to reduce information 
pollution across agencies and actors.  
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Firstly, we will investigate existing strategies of handling the problems of forensic information 
management in different settings, using a case study approach to better understand how fighting 
terrorist financing operates in a system of division of informational labour. This will produce a better 
conceptual understanding of what has been termed the problem of “torrents of intelligence”. Based 
on evidence from practical intelligence operations and combining case studies with organisational 
analysis our approach will yield an operationally valuable account of the problems to be addressed 
in (inter-) organisational intelligence work and information sharing (WP1).  
 
Widening the focus to processes operative at a European level and exploiting the expertise and 
experience of European institutions (such as Europol) will allow to map in an exemplary fashion, 
existing or envisioned pathways and identify structural barriers of cooperation and communication 
among different stakeholders involved in the identification and prosecution of terrorist financing. 
This mapping exercise will be using expert interviews with national key informants supplementing 
and broadening the analysis of documents, detailing the scale and practice of cooperation on paper 
(WP2).  
 
Based on this mapping, an in-depth analysis of legal-regulatory frameworks and administrative 
obstacles, creating organisational bottlenecks affecting performance will be conducted. 
Furthermore, the incompatibilities as they emerge from a lack of harmonisation of national legal 
frameworks, implementing EU directives in the field of AML/CTF will be documented and analysed. 
(WP3).  
 
In WPs 1-3, focusing on current practices, obstacles and gaps as identified by stakeholders and 
theoretical analysis will provide the basis for the development of evidence-based solutions 
addressing these gaps and obstacles in the subsequent WP.1 

                                                      
1 Although there has been a major drive in and willingness to implement counter terrorist financing (CTF) at 

international and national levels, the volume of research assessing the effectiveness of these efforts has been 

limited and to date there has been no study based on empirical evidence that involves key stakeholders in CTF 

enforcement. The question of whether existing CTF standards and practices at the national level are effective 

and achieving the expected aims and objectives emerges as an important gap in the literature. Furthermore, our 

project could be seen as a first step in understanding and analysing CTF systems around the EU because the 

increase in the detailed case studies will pave the way for other regional and multilateral comparative studies in 

the future. Jeanne K. Giraldo and Harold A. Trinkunas, Terrorism Financing and State Responses - A Comparative 

Perspective, (Stanford University Press, 2007) (http://www.sup.org/books/flyer/?id=10507) provides 

comparative perspectives on threats posed by different terrorist organisations and offers insights to regional 

CTF arrangements which try to counter them. However, these studies do not cover Turkey and all EU countries 

and to certain extent are outdated as the book was published more than 10 years ago, thus fails to take into 

account major developments in the global CTF regime (e.g., FATF 40+ recommendation in 2012). The analysis 

therein provides a good evaluation of government responses yet does not take into account any evidence 

provided by law enforcement agencies or CTF practitioners. Biersteker T., Countering the Financing of Terrorism 

(https://books.google.co.uk/books?hl=en&lr=&id=x14VhZbmzf4C&oi=fnd&pg=PP1&dq=Countering+the+Finan

cing+of+Terrorism+biersteker&ots=wMAMTZL-n_&sig=j-gS86LgKzE6-

DjEWLUbHH9JiiY#v=onepage&q=Countering%20the%20Financing%20of%20Terrorism%20biersteker&f=false), 

is mainly problem (terrorist finance) focused and looks into the methods by which terrorist organisations 

generate funds. The edited collection of essays only cover US and international CTF measures.  

A book by Acharya A., Targeting Terrorist Financing: International Cooperation and New Regimes (2009) 

(https://www.amazon.com/Targeting-Terrorist-Financing-International-Contemporary/dp/0415691605), looks 

at the institutional mechanisms that grew out of 9/11 and comments on the progress made by the international 

community. Given its scope (i.e. international CTF measures), this analysis in this book is significantly different 

than our proposed project. A more recent and an excellent contribution published by Routledge in 2015 is a 

book by Ryder N., The law of financial crime (https://www.amazon.co.uk/Financial-War-Terrorism-Counter-

Terrorist-Strategies/dp/0415640385). This book is the most up to date literature on CTF and provides a 

comparative analysis of three common law jurisdictions, namely, the US, UK and Australia as well as discussing 

the CTF measures enacted by the United Nations (including the U.N. sanctions against terrorists and the 

operations of its anti-terrorist sanctions committee), the European Union and the Council of Europe. However, 
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As combatting terrorist financing is a multi-stakeholder effort which requires a ‘community based 
CTF’ approach, involving combined forensic and financial expertise across institutional and 
national boundaries, the project will develop and test practical formats of cross-boundary 
communication designed to add value and improve information flow in time-critical criminal 
investigations and to exchange general forensic intelligence or best practice solutions within the 
European community of experts working in terrorist financing. This will entail a series of practical 
(simulation) exercises, bringing together staff members from different work environments and 
professional backgrounds (from LEA to financial sector) each working on a specific part of the 
overall problem of terrorist financing. At the individual level, these exercises can improve mutual 
understanding and cooperation. Taking such formats to the level of the organisations(s), 
addressing management and top-level personnel it may trigger and guide beneficial organisational 
adaptations and learning processes (WP4). 
 
Based on the gap analysis and mapping of current operational practices in the field of terrorist 
financing, a combination of focus groups and online Delphi technique will be used to collect, 
synthesize and validate further expert input from different stakeholder communities on critical 
issues identified during the analysis. The results will feed into a set of modular training tools for 
staff members, designed with end-user to provide practical use value. Apart from targeted training 
modules a classified guide book for forensic experts will make available forensically useful 
indicators and practical strategies identified in the course of the project. This guide book will help 
to disseminate best practices within the communities of practitioners from different fields. Policy 
makers will be addressed with a series of high-level policy papers offering solutions to improve 
and harmonize regulatory frameworks for CTF at European level in the spirit of the European 
Security Model (WP5). 
 
  

                                                      
it does not provide a country by country analysis of the EU nor does it employ empirical methodology, which we 

will do in our project. 
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WORK PACKAGES 
 
WP1 Case studies on current practices identifying terrorist financing as a multi-agency 
challenge (VIC?) 
T1.1 Data sources used in risk analysis along the value chain from SAR to court to criminal 
court cases  
T1.2 Assessing the quality of data sources        
T1.3 Practices of cooperation in a system of informational division of labour   
T1.4 Reconstructing national pathways from information to intelligence to court proof evidence
  
          
WP2 European solutions to combat terrorist financing (TRI?)  
T2.1 Implementation of inter-agency and trans-national cooperation schemes   
T2.2 Validating the effectiveness of European cooperation through the analysis of historical 
cases    
T2.3 Critical assessment of cooperation between private and public sector agencies in Europe
   
    
WP3 Mapping regulatory frameworks on AML/FCT(COV?)  
T3.1 National variations of implementing FIU       
T3.2 Legal definitions and thresholds for collecting and processing information along the value 
chain of prosecution          
T3.3 Gaps and incompatibilities regarding regulatory frameworks    
          
WP4 Improving cooperation across jurisdictions and sectors (TRI/COV?)  
T4.1 Develop case scenarios for cross-sector training      
T4.2 Validate scenarios and training tools in pilot tests      
T4.3 Produce a ready-to-use tool kit to improve information sharing for involved stakeholder 
groups    
          
WP5 Improving intelligence and knowledge sharing on terrorist financing across Europe 
and beyond (VIC/COV?)  
T5.1 Conduct cross-sectoral focus groups on terrorist financing     
T5.2 Organise intra-sectoral Delphi surveys on best practices     
T5.3 Draft a guide book for forensic experts on early warning signs    
T5.4 Develop a road map towards a coherent and effective European policy response in the 
field of terrorist financing         
          
WP6 Dissemination, Communication and exploitation (ARTTIC?)   
  
T6.1 Develop and organise trainings in cooperation with national (FIU) and European (Europol) 
stakeholders         
T6.2 Organise trainings for private sector stakeholders from the financial industry  
T6.3 Launch a web-based knowledge repository on best practices accessible to stakeholders
   
T6.4 Provide country-specific versions of training materials     
          
WP7 Management (ARTTIC?) 
tbc          


